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Revision History

Revision 3.20.0 [2015/01/22

* Businessrules: this feature links the alarm triggers with the sim card status management.
* Obsolete SubscriptionStatus and IncidentDiagnostics V1 services were removed from the SDK.

Revision 3.19.0 |2014/ 10/29

* Session History, Traffic Tracking, Customer alarm : before version 3.19 the data communications were
split between GPRS and UMTS bearers. Now, 2G and 3G data are all linked to the GPRS bearer. The
UMTS bearer isno longer used.

Revision 3.16.0 [2014/08/14

e Connectivity Directory : new data (IMSI, ICCID, account name), new search criteria (user, IMS|) and
new order criteria

* Network Status : new information on the network coverage (breskdownReportDescription,
networkResol utionM essage, areaCoverageCode, breakdownReportCode, forecastCoverage)

* IncidentDiagnostics : new network status available for 3G 900, 3G 2100, H+, 4G

Revision 3.11.2 [2014/02/10

* New service Device Info : get real-time monitoring and location information for a set of sim cards.

e ConnectivityDirectory evolution : display the last known location and sim card compatibility with the
Devicelnfo service.

» All services: preauthentication hasbeen activated in order to avoid systematic Basic Auth "handshake" |
It improves response times when doing mass requests on a service.

* Minor evolutions on documentation.

Revision 3.10.1 [2013/10/16
e CustomerAlarms: new trigger on subscription option change: an alarm will be raised when subscription
options are added or deleted.

* ConnectivityDirectory : new search based on IMS] in the getConnectivityDirectory method.
* Minor bugs corrections and evolutions on code and documentation.

Revision 3.9.0 [2013/10/09

e Evolutions on ConnectivityDirectory (List of the services linked to the subscription. If the label of the
serviceisnot null, it's displayed, otherwise the service code is displayed).
e CustomerAlarms: trigger on subscription status change : an alarm will be raised if M2M subscription
status change (Sim status in Malima).
e CustomerAlarms : trigger on "crazy" machine: an alarm will be raised if the cumulated traffic for g
given call origin and bearer type exceeds the given threshold for the given period.
* Minor bugs corrections and evolutions on code and documentation.

Revision 3.7.0 [2013/07/08

e New V2 version for customer alarms and triggers including alarms on "silent" machines, "lazy"
machines, email notification. Sample code updates for "alarms’ web service calls and natification,
Minor bugs corrections and evolutions on code and documentation.

Revision 2.2.0 |2011/05/20

* Minor bugs corrections and evolutions on code and documentation.
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Preface

Welcome to the M2M API SDK manual!

This manual is a collection of topics related to develop code using all the advanced features of Orange™ M2M API
with our SDK.

By the end of this manua you will be able to make advanced applications using our API. You will discover the
implementation details (architecture and libraries used) of Malima SDK. Our SDK has been designed to hide all

the complexity of the underlying WebService communication and to help leverage the power of Object Oriented
Programming.

You will first learn how to setup your machine, then how to configure the SDK and finally how to use all the methods
provided by the API.

Y ou will find some code snippets that are ready to go, just copy and paste the code into your favorite | DE!
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Chapter 1. Overview

1.1. Features

The M2M webservice offers away of managing SIM cards set, during the construction phase, the setting phase,
or the operating phase.

M2M API offersthe following features:

» ConnectivityDirectory : retrieve information (phone number, ssim card status...) related to one or several sim
cardsin your fleet.

» ConnectivityDirectory : for each sim card, update your own data (identifier, name, description) for machine/
device in which the sim card is embedded.

» UpdateSimStatus : change the status (activate, deactivate...) of one or several sim cardsin your fleet.

» TrafficTracking : get the aggregated value of the messages (local/roaming communications) exchanged by
one or several machines/ SIM cards for maximal period running from the first day of the current month to
the current date.

» SessionHistory : list the communications (SMS, voice, data calls) made on asim card for a given period of
time.

» ServiceCustomerAlarm : manage triggers for an early detection (automatic alarms) of any incident related to
your sim cards (over-consumption, unauthorized location, sim card moved to another device...)

 Devicelnfo : get monitoring and location information for a set of sim cards.

* NetworkStatus : get the Orange network covering status in a specific location defined by its latitude and
longitude.

* IncidentDiagnostics : locate a specific sim card and check the Orange network coverage for this location.

1.2. Concepts

The provided machine-to-machine (M2M) services are web services included in a Software Development
Toolkit, that can beinserted into software applications. They allow automating the deployment and management
of your M2M sim cards fleet and early detection of incidents.

Two kind of actors are concerned by the Orange M2M services:

» Theoperator of the M2M machines, who expresses functional demands related to the management of hisfleet.
» The developers who insert these services into the given application.

several minutes (example: sim card activation/deactivation). In this case, thereis atwo-step process:
the end-user application submitsits request (submitX XX call) which includes the input parameters.
A ticket number isthen returned to the customer by the Orange application. The end-user application
makesgetX XX calls(polling) with theticket number asinput parameter. The Orange application will
return the current statusfor theticket (WAITING, TERMINATED, ERROR). When theinformation
reguested by the end-user applicationisavailable, the getX XX call response hasthe TERMINATED
status and contains the response data. Please use these operations very carefully. Asthe methods can
belonglasting, it isunnecessary to require the operation result using theticket number too frequently
and too early after getting ticket number. A fair value for the delay between 2 getX XX calls would
be 10 seconds for SessionHistory/TrafficTracking, 10 minutes for UpdateSimStatus. A small figure
below explain how to query your result.

<€ Please note that some operations are done in asynchronous mode because the process might last
‘.4
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Figure 1.1. Example of an asynchronous sequence call with result retrieved later.
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Chapter 2. What's new ?

If you are already familiar with the M2M SDK, you can focus on this chapter to get the latest featuresrelated to the SDK.

If you have never used the M2M SDK, you can skip this chapter and get more general information in the next chapters.

2.1. Business rules

Thisversion providesabusinessruleallowing to link the trigger/alarm service with the sim lifecycle management
service. When an alarm israised for asim card, the service can automatically modify the status of the sim card.
For example, if a crazy machine alarm is triggered (over traffic on the device), the line can be automatically
suspended, using the business rule.

$0Cr eat eTri gger= new createTrigger();

/I New scope

$oScope = new scope();

/] Your subscription nunber have to be set in dataSet.php
$oScope->lineldentifier = new lineldentifier();

$oScope- >l i nel denti fi er->subscri pti onNurber =$sSubscri pti onNunber ;
$oCreat eTri gger - >scope = $oScope;

/I New TriggerCriteria

$oCreateTrigger->triggerCriteria = new TriggerCriteria();

$oCreateTrigger->triggerCriteria->trafficCrazyMachi neCriteria= new
Traffi cCrazyMachi neCriteria();

$oCreateTrigger->triggerCriteria->trafficCrazyMachineCriteria->call Origin=$sCall Oigin
$oCreateTrigger->triggerCriteria->trafficCrazyMachi neCriteria->bearer=%$sBearer?2 ;
$oCreateTrigger->triggerCriteria->trafficCrazyMachi neCriteria->peri od=$i Peri od;
$oCreateTrigger->triggerCriteria->trafficCrazyMachi neCriteria->val ue=$i Val ue;

$oCreat eTri gger - >conment =$sCormment ;

$oCreat eTri gger->l evel = $slLevel ;

$o0Creat eTri gger->notificati on =$bNoti fi cati on;

$oCreat eTri gger->groupld = $i G oupl d;

$oBusi nessRul es = new busi nessRul es();

$0S| nBusi nessRul e = new sl nBusi nessRul e();

$0S| nBusi nessRul e- >r equest edSt at us = " SUSPENDED" ;
$oBusi nessRul es- >sl nBusi nessRul e = $0S| nBusi nessRul €;
$0Cr eat eTri gger - >busi nessRul es = $0Busi nessRul es;

/] Call
$oCreat eTri gger Response=$o0Ser vi ceCust omer Al ar nCl i ent - >cal | _creat eTri gger ($oCr eat eTri gger) ;

2.2. Subscription Status and IncidentDiagnosis V1 removed from the
SDK.

 This SubscriptionStatus service is no longer used to refresh the data in the connectivity directory.

Version 3.20.0 3
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» ThisIncidentDiagnosis V1 serviceis no longer used for triggers and alarms. The V2 version should be used
instead.
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Chapter 3. Prerequisites

Before getting started, please read the information of this chapter, and follow any installation / download instructions.
Y ou'll be then ready to move onto the other chapters.

In this chapter you will learn how to get your credentials. Then, we will explain how to have a well configured PHP
environment.

3.1. What you need to consume M2M API web service

To accessthe M2M API, you first need to get credentials (access key/password) from Orange. See

this chapter for additional information. Once you have these items, please keep them, they will be
necessary to access the M2M API.

before starting using the SDK. If you do not have a subscription identifier, you can start by using the
searchinConnectivityDirectory method, in order to retrieve thelist of the sim cards and subscription
identifiers for your customer account.

g A lot of examples require a subscription identifier for 1 sim card. It would be good to have one
‘.4

3.1.1. APl access credentials needed

This section focuses on how to access the APl and how to call the web services.

To use the API for your developments, you will need:

» Service URLs: the URL s to consume the web services
» Access Key and Access Key Password for authentication.

3.1.2. M2M API requirements

Y ou will need the relevant end-point URL when using the API. You need to use different URLSs for different
functionalities of your devel opment.

Thefollowing table shows the WSDL end-point locations depending on the M2M functionality and version you
are working with.

Table 3.1. Which end-point should | use, and with which version of M2M API ?

Functionality URL Version
Connectivity https://iosw-ba.orange.com: 443/MLM/ConnectivityDirectory-1 V1
Directory
Sim Lifecycle https://iosw-ba.orange.com: 443/MLM/SmLifecycleManagement-1 V1
Management
Traffic Tracking https://iosw-ba.orange.com: 443/MLM/TrafficTracking-1 V1
Session History https://iosw-ba.orange.com: 443/MLM/SessionHistory-2 V2
Customer Alarm https: //iosw-ba.orange.com: 443/MLM/Customer Alarm-2 V2
Incident Diagnostics | https://iosw-ba.orange.com: 443/MLM/IncidentDiagnostics-2 V2
DeviceInfo https://iosw-ba.orange.com: 443/MLM/Devicel nfo-1 V1
Network Status https://iosw-ba.orange.com: 443/MLM/NetworkStatus-1 V1
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3.2. PHP requirements
If you are going to use the SDK you can skip this section.
On the contrary, if you want to develop from scratch, you have to read this section.

Y ou will need to download and to activate through php. i ni the Soap, Curl and OpenSsl extension. The Zend
Framework manages Soap objects and the logs.

Table3.2. Required libraries

Library type Library examples and comments
ZendFramework TheZend Framework isrequired to usethissdk. It isprovided with thesdk inthe
folder "COMMON\External\". The version used is ZendFramework-1.9.3PL 1.
SOAP Library We recommend to use Wamp server 2.2 [http://www.wampserver.com/

download.php] which provides the Soap extension. You'll have to activate the
extension through php. i ni ).

Curl Library Therecommended versionis"libcurl/7.19.6 OpenSSL/0.9.8k zlib/1.2.3" which
isincluded in Wamp server 2.2.You'll have to activate the extension through
php.ini).

OpenSd Library The recommended version is OpenSSL 0.9.8k which is included in Wamp

server 2.2.You'll have to activate the extension through php. i ni ).

Table 3.3. Optional libraries

Library type Library examples and comments
Unit Testing We recommend the use of PHP unit [http://www.phpunit.de/] or SimpleTest
[http://simpletest.org/].
Logging We recommend the use of Zend_L og [http://logging.apache.org/log4php/].

For the matter of simplicity and when the library license allows, we have included in our SDKs the above
mentioned libraries.

3.3. PHP environment

We recommend the use of Eclipse PDT or Netbeans in association with xDebug as IDE to develop, debug and
run your application. We encourage you as well to use the WAMP framework to test your application. The code
has been tested and developped with the PHP5 version. You'll find the exact version number in the changelog
of the SDK. So make sure to use the right PHP5 version to ensure compatibility.

To recap, hereis what we recommend you to use:

Table 3.4. PHP environment recommended tools

Tool Comment

Eclipse PDT IDE PDT Eclipse IDE is freeware and provides developer with intellisense-like
functionality. Y ou may also use Netbeans with xDebug.

Wamp (WampServer Version 2.2) | Wamp (Windows Apache Mysgl Php) alowsyou to switch easily between PHP
and Apache versions.

Version 3.20.0 6
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= Apache localhost instruction for Windows users: to modify the localhost directory (by default under
CE’ Windows c: / wanp/ www if you use Wampserver), find the ht t pd. conf file in the directory
wanp/ bi n/ apache/ apache. <ver si on>/ conf/ (where<version>istheversion of Apache

you are working with). Edit the following linesin thefile:

Docunent Root "<path to your directory>" andDirectory "<path to your
directory>".

Save the file and restart Wamp.

Example:

Docunent Root "c:/devarea"
<Directory "c:/devarea">

3.4. Proxy and firewall settings

In order to use our APIs, you have to check your proxy and firewall settings.

The firewall basically inspects network traffic passing through it. It may deny passage based on how rules have
been set by your system administrator. We recommend to first check with the administrator if the port is open
and if the URL request won't be blocked. Once the proxy and firewall are well set, we encourage you to test
the network with asimple function that takes a few easy-to-build parameters and just returns a status. This will
allow you to verify that eveything is working fine.

Version 3.20.0 7




Chapter 4. Install and Set Up

To kick-start your development download the PHP SDK. The reference manual (generated by PHPdocumentor) is also
available in the ZIP of the SDK.

4.1. Install or re-install M2M SDK in PHP

The SDK is composed of two libraries:
e The Cormon library and M2 M(the core libraries),

These libraries are all mandatory.

<proj ect >
- MM
- COWDON

What you haveto do now israther simpleif you followed previous document sections. Just copy the corelibraries
folders to your workspace and you are ready to go!

- We encourageyou to use Integrated Devel opment Environment (IDE) which will easeyour everyday
CE’ work with programming. Y ou can use Eclipse and Netbeans for free.

' For M2M API users who have already installed a previous version of M2M SDK, they just haveto
g\’ delete old directories “COMMON” and “M2M”, and to copy new shipped ones.

The configuration file does not change, excepted when the M2M end-points change, for a new
version of M2M for example.

4.2. One shot installation

Y ou will learn here how to run the code snippets depending on your operating system.

4.3. First API call in PHP

If you reach this step it means that you are ready to deploy our SDK libraries and the SDK configuration fileto
get informations on a Sim card in PHP. Thisiswhat we will achieve here with this small sample demonstrating
that you can successfuly communicate with our API by calling theget Connect i vi t yDi r ect or y method.

Thisget Connecti vi t yDi r ect or y method returns information (subscription number, status, MSISDN...)
related to the selected sim card.

Thefirst code listing below uses the configuration filen2m i ni . Do not forget to edit thisfile to type your own
credentials, proxy and end-point data before running this example.

Here is an example of a sample code using the configuration filen2m i ni :
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<?php

define("ABS_PATH', dirnanme(__FILE_ ));

/linclude datas required

i ncl ude(ABS_PATH . "/resources/ dataSet. php");

$sQut put = "";

$sinitializationPath = dirname ( __FILE ) . "/../MMInitialization.php";

if (! require_once ($slnitializationPath) ) {

throw new Exception ( "Cannot find Initialization file at $slnitializationPath" );
}

/1l Path to inifile

$olniFile = new MM | ni Parser(dirnane(__FILE )."/../MMn2mini");

$oSettings = new M2M Servi ceConfigurator($olniFile);

$sQut put .= "<h5>Using URL: " . $o0Settings->get_sConnectivityDirectoryUl () . "</h5>";
$oConnectivityDirectorydient = new M2M ConnectivityDirectoryd ient($oSettings);

//********************************//

[[*** GETCONNECTI VI TYDI RECTORY ***//

//********************************//

$0Get ConnectivityDi rect ory= new get ConnectivityDirectory();

$0Get ConnectivityDirectory->lineldentifiers= new LineldentifierCollection();

$0Get ConnectivityDirectory->lineldentifiers->subscriptionNunber = array($sSubscri pti onNunber);
[/ call

$0Cet Connecti vi tyDirect oryResponse = $oConnectivityDirectorydient-

>cal | _get Connecti vityDirectory($oGet ConnectivityDirectory);

/ | Qut put

$sQut put . =

M2M Utility::getBeautifiedQutput($oCet Connecti vityDirectoryResponse, "getConnectivityDirectory"
i

echo $sQut put ;

?>
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Chapter 5. The M2M SDK

Hereafter is described a global view of the M2M SDK architecture. For a more functional view, please refere to the
functional User document.

Basically, the M2M SDK isbased on PHP 5 and is composed of :

» Common: thislibrary contains reusable classes in the Open Devel opper Network context.
* M2M: thislibrary contains

* theM2nCl i ent service with accessto the M2M API webmethods.

« thePr oxy and Cr edent i al s class, encapsulating authentication data.

» the Web services, that lets the developper get quickly involved in the M2M API

* A set of phptoolstoinitialize, to log, to generate outputs of the answers sent by M2M

Figure5.1. M2M Sdk global architecture diagram

Malima

Credentials Proxy
>

Common Webservice ‘
\_
>

PHP

\

Figure5.2. M2M Sdk UML modéel diagram

i com l
ficom.orange |
f## com.orange.common |

f## com.orange.m2m |

5.1. Common Objects

The M2M folder contains al common required classes. The common classes are IniParser
(' IniParserException.php),Proxy, Credentials, ServiceConfigurator, Initialization (InitializationException.php),
M2mClient (M2mClientException), Zend_Soap Client(Zend Framework) , FileStream, Utility.

* | ni Par ser : this class parses the m2m.ini file to extract the proxy settings, the credentials, the end-points
and the log settings.

» Proxy: this class encapsulates proxy datas extracted by the IniParser.

* Credenti al s: thisclass encapsulates credential s datas extracted by the IniParser.
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» Servi ceConfi gurat or : thisclass encapsulates all datas contained in Proxy, Credentials objects and the
end-points.

e Initialization: this class initidizes the following methods : Set | ncl udePat h Set Ti neZone
St art Aut oLoader Set Manual | ncl udes St art Logger CheckExt ensi ons

 M2nCl i ent : this abstract class is the parent class of each class of service and links ServiceConfigurator,
EndPointUrl, WsdlPath and ClassMap. It also manages logs.

» Zend_Soap_0d i ent : this Zend Framework class provides us the soap object used.

* Fi | eSt r eam thisclass extens the Zend Framework class Zend _Log_Writer_Stream which allow usto set
our writer.

o Utility:thisclass provides output functionaities.
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Figure 5.3. Common classes

class M2M_common

M2M_IniParser

alloweds: var = amay{"proxyHos...
ched_allowsds: var = trug
check_ocbscletes: var = true
content: var = null

ini_path: war= null

obsoletes: var = amay|)

optionals: var = amay{"proxyHaos. ..

L R O

__construct{var, var, var) : var
AddAllowed{var)
AddOptional{va
amay_key_exists_case_insensitivefvar, var) : var - -
_sHaost: var + getProperty(var, var) : var M2M_Credentials
e in_smay_case_insensitivevar, var) : var X
_sPort: var # _login: var

_sUsername: var # _password: var

\
P

M2M_Proxy -

N

RS

+

__callfvar, var) : var + __ construct{var, var) : var

+

___construct(var, var, var, var) ; var B
+ __ toShing() : var

M2M_ServiceConfigurator

_oCredentials: var

_oProxy: var

_oSoapClient: war
_sSimLifecycleManagementServicelrl: var
sCertificate: var R IECE
sConnectivityDirectoryUrl: war
sDevicelnfollrl: wvar
sincidentDiagnesticsUlV2: var F ===
sMetworkstatusUrl. var
sServiceCustomerAlarmUrlV2: var
sSessionHistorykV2: var
sTrafficTrackinglkl: wvar

ChediExtensions() : var
SetincludePath{) : var
SetManuslincludes() : var
SetTimeZone{) : var
StartAutocloader() : var
Startl cgger() : var

£ R R I R TR R
LR B

+*

__callfvar, var) : var
__construct{M2M_IniParser) : var

+

]

M2M_M2mClient
# _oServiceConfig: var
# _oSoapClient: var
+ BTARS: war= """ [readOnly]}
+ __ construct{M2M_ServiceConfigurator, war, var, amay) : var
+ logReguest{var) : var
+ logResponsefvar) : var
+ logSuccessfullExchange() : var

|
i

Soap:Zend_Socap_Client

5.2. M2M

The com.orange.M2M package contains several classes.
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* M2M: this class represents a simple entry point to call webmethods of the M2M API. It inherits from
thecom or ange. api . cormon. Or angeApi Ser vi ce , thus encapsulates static initialization methods.
Moreover, it provides business and configuration methods :

Version 3.20.0 13

Connecti vi tyDi rect ory thisclass provides 3 methods:

e get ConnectivityDirectory : Get SIM card information according to a collection of up to 100
lineidentifiers.

e searchl nConnectivityDirectory : Search SIM card information according to a set of sorted
parameters, returned by range.

e updat eConnectivityDirectory : Update aset of SIM card referentials, including devices and
machines, accordig to SIM cards's identifiers.

Updat eSi nfst at us thisclass provides 2 methods:

e subm t Updat eSi nfst at us : Update aset of SIM cards's statuses, according to their identifiers. This
method is asynchronous and needs a call to getUpdateSimStatus method in order to get resuilt.

e get Updat eSi n5t at us : Retrieve result of a submitUpdateSimStatus, according to aticket number.

Traf fi cTracki ng providesthe cumulative total communications established between the network and

the machine during the current month. This class provides 2 methods:

e submi t Traf ficTracki ngRequest : Request for aset of SIM cardsstraffic in adate range. This
method is asynchronous and needs a call to getTrafficTracking method in order to get result.

» get Traffi cTracki ng : Retrieve result of a submitTrafficTrackingRequest according to a ticket
number.

Sessi onHi st or yV2 this class provides 2 methods:

e subm t Sessi onHi st or yV2Request : Request for a SIM card's set of statistics by sessionsin a
date range. This method is asynchronous and needs a call to getSessionHistoryV2 method in order to
get result.

» get Sessi onHi st or yV2 : Retrieve result of asubmitSessionHistoryV 2Request according to aticket
number.

Ser vi ceCust oner Al ar nV2 this class provides 7 methods:

e get Al ar s :Get darms from identifiers.

e sear chAl ar ns :Search alarms launched by triggers on aline or a customer environment for a set of
SIM, with or without date criteria.

« manageAl ar ns : allows the customer to aknowledge his alarms.

e createTri gger : Create atrigger on aset of SIM. Several types of triggers are available, depending
on bearer, global threshold, unitary threshold, location, time stamp, lazy machine, silent machine.

e updat eTri gger : Update an existing trigger : enabling, disabling, trigger criteria, notifications
configuration, ...

e del et eTri gger : Delete an existing trigger.

* |istTriggers :Search triggers by identifier, line identifier or customer environment identifier for a
set of SIM.

Devi cel nf o this class provides 4 methods:

* subm t Si nBup : Check if the lines are compatible with the Supervision service and submit a request
for supervision.

e subm t Si nSupLoc : Check if the lines are compatible with the Supervision/Location service and
submit arequest for supervision/location.

* get Si mMReport : Get the supervision/location information related to a set of sim cards.

e get Statistics: Getstatistics (number of received/sent sms, notifications, sessionsin timeout...) for
aset of sim cards..

I nci dent Di agnost i csV2 this class provides 1 method:

e getlnci dent Di agnosti csV2 : Get the diagnostic analysis of a SIM card, including the network
covering status of the SIM card.
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* Net wor kSt at us this class provides 1 method:
* get Net wor kSt at us : Get the network covering status into an area defined by its latitude and
longitude.

Figure5.4. M2M class diagram.

class M2M -~

M2MM2M_M2mClent

# _oServiceConfig: var
# _oSoapClient: var

STARS: var = "= ... {readOnly} <]

.

MZM::M2M_ConnectivityDirectoryClient M2M::M2M_SessionHistoryW2Client

+ __ construciM2M_ServiceConfigurator, var, var, amsy) : var
- _aClassMap: var = amay| B et ver - _aClassMap: var=amay| "su...
[var) : [—

+ logResponsefvar) : var
+ _ constuctM2M_ServiceConfigurator) : var + logSuc hange() : var + _ constuctM2M_ServiceConfigurator) : var
+ call_getConnecdtivityDirectory(var) : var - + call_getSessionHistoryV2{var) : var
+ call_searchinConnectivityDirectory(var) : var + call_: i ionHistony\. q {var) : var
+ call_updsteConnectivityDirectory{var) : var

M2M::M2M_IncidentDiagnosticsWV2Client

L—{- _aClassMap: var=amay| “ge...
M2M::M2M_SimLifecycleManagementClient

n

__construct{M2M_SenviceConfigurator) : var

B e e ya = anay| ... + call_getincidentDisgnosticsV2(var) : var

+

__construct{M2M_ServiceConfigurator) : var
call_getUpdateSimStatusivar) : var
call_submitUpdateSimStatusRequest{var) : var

n

+

M2M::M2M_CustomerAlarmV2Client

- _aClasshap: var=amay{ “o..

M2M::M2M_TrafficTrackingClient __construct{M2M_ServiceConfigurator) : var
call_createTrigger(var) : var
call_deleteTrigger(var) : var
call_getAlarms{var) : var
call_listTriggers(var) : var
call_manageAlarms{var) : var
call_searchAlarms{var) : var
call_updateTrigger{var) : var

- _aClassMap: var=amay( “su..

+ _ constructM2M_ServiceCenfigurator) : var
+ call_getTrafficTracking(var) : var
+ call_submitTrafficTrackingReguest{var) : var

R

M2M::M2M_Network StatusClient

L {- _aClsssMap: var=amay] “ge.

+ __construct{M2M_ServiceConfigurator) : var
+ call_getMetworkStatus(var) : var

M2M::M2N_DevicelnfoClient

- _aClassMap: var = amay{ “su...

__construct{M2M_ServiceConfigurator) : var
call_getSimReport{var) : var
call_getStatistics(var) | var
call_submitSimSupivar) : var
call_submitSimSupLodvar) : var

4okt

5.3. SDK configuration

The M2 i ent and its subclasses encapsulate initialization objects named Cr edenti al s , Proxy and
Servi ceConfi gurat or.

This M2mClient class uses the ServiceConfigurator class which is based on two other classes:

e Credential s
* Proxy

The ServiceConfigurator classreadsaconfigurationfile (n2m i ni by default) and set thefollowing parameters:

 the web proxy: you can disable the web proxy or specify your own proxy.
* the credentias. you'll have to set your personnal credentials.
 theservice URL.

ServiceConfigurator |oads settings from the properties file named n2m i ni and islocated in the M2M folder.
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An exception isthrown if the initiaization fileis not found or contains invalid data.

Here is an sample of how to get the configuration datas:

/* Inialization.php manages includes and starts sone required functionalities of the Zend
Fr amewor k
Set | ncl udePat h ( Zend)
Set Ti neZone
St art Aut oLoader (Zend)
Set Manual | ncl udes
St art Logger (Zend)
CheckExt ensi ons

L I

*/

$slnitializationPath = dirname ( __FILE__ ) . "/../MMInitialization.php";

if (! require_once ($slnitializationPath) ) {

throw new Exception ( "Cannot find Initialization file at $slnitializationPath" );

}

/* M2M I ni Parser read the m2mini to extract required datas */
$olniFile = new M2M. I ni Parser(dirname(__FILE_).DI RECTORY_SEPARATOR. "/../MM nm2mini"); //
Path to ini file

/ *M2M Servi ceConfigurator contains all configurations datas*/
$0Settings = new M2M Servi ceConfi gurator($ol niFile);

Here is an example on how to get the Connectivity Directory Url from the m2m.ini file.Y ou can acces to a
dedicated data thisway :

$0Set ti ngs- >get _sConnectivityDirectoryUrl ();

Y ou can find this example in the ConnectivityDirectoryExample.php code snippet provided with the sdk located
in the sample folder.

5.4. Logging

The SDK usesthe Zend Framework for purposes of application debugging and auditing. If you don't want to use
thisfeature, just skip this section: it won't impact the execution of your program (by default, logging is disabled).

Zend_Logisatool to help the programmer output log statements to a variety of output targets. .
Typicaly the Zend Log activation is specified using a propertiesfile.

The following content shows you the properties file 2m i ni that is shipped with the SDK where you can
enabled the Zend logger.

set it to "no" to |og.
Di sabl eLogger = yes

Version 3.20.0 15




beginner

Here's a sample of Initiaization.php where the zend logger is loaded :

$l og = new Zend_Log ( );

/1 Formatting
$def aul t For mat = Zend_Log_For mat t er _Si npl e: : DEFAULT_FORMAT;
$format = $defaul t Format . ' %l ient_i p% %user _agent% . PHP_EQL;

$path = dirname ( __FILE _ ) . "/../logs/events.log";

if ( file_exists ( dirnane ( $path ) ) ) {

$writer = new MM FileStream ( $path );

$witer->setFormatter ( new Zend_Log_Formatter _Sinple ( $format ) );
$l og- >addWiter ( $witer );

}

/1 Adding paraneters to log: |IP and browser

if ( array_key_exists ( 'HITP_USER AGENT', $_SERVER ) ) {

$l 0og- >set Eventitem ( 'user_agent', $_SERVER ['HTTP_USER AGENT'] );
}

if ( array_key_exists ( 'REMOTE_ADDR , $_SERVER ) ) {

$l og- >set Eventitem ( 'client_ip', $_SERVER [' REMOTE_ADDR ] );

}

Zend_Registry::set ( 'log', $log );

Y ou can create your personnal log file, and set path to it as shown above. By default, you can find the log file
event . | og inthe"logs' folder of the sdk.

Thislog configuration file defines awriter which write into the fileevent . | og but Zend_log provides other
way tolog :

« directly in the output of your browser
* inadatabase
« firebug [https://addons.mozilla.org/fr/firefox/addon/1843] console

You can find more information about Zend log here [http://framework.zend.com/manual/fr/
zend.log.writers.html]

You'll find hereafter an example of aZend_log output:

Rk kR kol kol kol ok ok SOAP request HTTP header: POST / MM Sessi onHi story-1 HTTP/ 1.1
Host: 8X. 1X 21X. 20X

Connection: Keep-Alive

User - Agent : PHP- SOAP/ 5. 2. 11

Cont ent - Type: text/xm ; charset=utf-8

SOAPAct i on: "

Cont ent - Lengt h: 662

Aut hori zation: Basic N ZNMLYzMQ4NLZVOVBLOVXXXXXXXXXXel Y

127.0.0.1 Mozilla/5.0 (Wndows; U Wndows NT 5.1; fr; rv:1.9.2) CGecko/20100115 Firefox/3.6
2010- 03-22T10: 31: 58+01: 00 DEBUG (7):

***************************Smp request HTTP body

<?xm version="1.0" encodi ng="UTF- 8" ?>

<SOAP- ENV: Envel ope
xm ns: SOCAP- ENV="htt p: // schemas. xrm soap. or g/ soap/ envel ope/"
xm ns: nsl="http://common. types. mal i ma. francet el ecom cont
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xm ns: ns2="http://sessionH story.types. nalima. francet el ecom cont
xm ns: ns3="http://webservice. mal i ma. francet el ecom com v1">
<SOAP- ENV: Body>
<ns3: submi t Sessi onH st or yRequest >
<ns2:lineldentifier>
<nsl: subscri pti onNunber >23697253</ ns1: subscri pti onNunber >
</ns2:lineldentifier>
<ns2: peri odStart Dat eTi me>2010- 01- 11T08: 02: 09+01: 00</ ns2: peri odSt art Dat eTi me>
<ns2: peri odEndDat eTi ne>2010- 02- 11T08: 02: 09+01: 00</ ns2: per i odEndDat eTi me>
</ ns3: subni t Sessi onHi st or yRequest >
</ SCAP- ENV: Body>
</ SCAP- ENV: Envel ope>

--- Using style and using use

127.0.0.1 Mozilla/5.0 (Wndows; U Wndows NT 5.1; fr; rv:1.9.2) Gecko/20100115 Firefox/3.6

2010- 03- 22T10: 31: 58+01: 00 DEBUG (7): Success

127.0.0.1 Mozilla/5.0 (Wndows; U Wndows NT 5.1; fr; rv:1.9.2) Gecko/20100115 Firefox/3.6

2010- 03- 22T10: 31: 58+01: 00 DEBUG (7)
*HHEEXAAR S A AR RS AR Fx xR 5 x4k SOAP T esponse HTTP header: HTTP/1.1 200 OK

X- Backsi de- Transport: OK OK
Connection: Keep-Alive
Transf er - Encodi ng: chunked

Server: Apache-Coyote/ 1.1
Cont ent - Type: text/xm ; charset=UTF-8
Date: Mon, 22 Mar 2010 09:29:55 GMI
X-Client-1P: 1X 6X. 7X. 230

127.0.0.1 Mozilla/5.0 (Wndows; U Wndows NT 5.1; fr; rv:1.9.2) CGecko/20100115 Firefox/3.6

2010- 03-22T10: 31: 58+01: 00 DEBUG (7):

*-k*-k*-k*-k*******************Smp response HTTP body
<?xm version="1.0" encodi ng="UTF- 8" ?>
<soap: Envel ope xml ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ ">
<soap: Header >
<t :tracki ngHeader
xm ns:t="http://ww.francetel ecomcom i osw v1"
xm ns: date="http://exslt.org/dates-and-ti nes">
<t:request| d>c6ede2c6-a470- 4b64- b4db- 6d238408f 7a8</t: request | d>
<t:tinestanp>2010- 03-22T10: 29: 55+01: 00</t:ti mest anp>
</t:tracki ngHeader >
</ soap: Header >
<soap: Body>
<ns2: submi t Sessi onH st or yRequest Response
xm ns: ns2="http://webservice. mal i na. francet el ecom conf v1"
xm ns: ns3="http://common. types. mal i ma. francet el ecom cont
xm ns: ns4="http://sessionH story.types. nalima. francet el ecom cont
xm ns: ns5="http://exception. malina.francetel ecom conf
xm ns: ns6="http://networkstatus.types. malina.francetel ecom con'>
<ns4:ti cket Nunber >400</ ns4: ti cket Nunber >
</ ns2: subm t Sessi onHi st or yRequest Response>
</ soap: Body></ soap: Envel ope>

127.0.0.1 Mozilla/5.0 (Wndows; U Wndows NT 5.1; fr; rv:1.9.2) Gecko/20100115 Firefox/3.6

2010- 03- 22T10: 31: 58+01: 00 DEBUG (7): Success

127.0.0.1 Mozilla/5.0 (Wndows; U Wndows NT 5.1; fr; rv:1.9.2) CGecko/20100115 Firefox/3.6

2010- 03- 22T10: 31: 58+01: 00 DEBUG (7):
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Chapter 6. Methods

Y ou should first make sure you've read the prerequisites before coding and running the following program listing. The
prerequisites explain, among others, how to set up your proxy information and your account information through a
configuration file.

6.1. Basic scenarios

In this chapter you will learn how to use the base objects we defined for you inside our SDK through some
ready-to-use samples.

Before calling any web service, you need to initialize the parameters (endpoints, credentials, proxy), using the
M2M _I ni Par ser andaM2M Ser vi ceConf i gur at or classes.

Whét are the basic steps to search in your connectivity directory ?

1. CreateaM2M ConnectivityDi rectoryC i ent object.

2. If you don't have information about your SIM cards or serial numbers, you could Search in your Connectivity
Directory according to abig range of sear chi ng cri t eri ons such asthe state of searched SIM cards,
the properties of a device of machine, dates of SIM cards changing states, phone numbers, ....

3. Intheend, cal thecal | _searchl nConnecti vi tyDi rect ory APl method. You will get the set of
SIM cards corresponding to your searchin criterions.

What are the basic steps to get then update your connectivity directory ?

1. CreateaM2M ConnectivityDirectoryC i ent object.

2. Createanupdat eConnecti vi t yDi r ect ory object for aset of SIM cards.

3. Create adat aBySubscri pti onNunber or dat aBySi nSer i al Number or dat aByDevi cel nei
or dat aByDevi ceSeri al Nunber or dat aByMsi sdnVoi ce or dat aByMachi neSeri al Nunber
or dat aByDevi ceUni quel d or dat aByMsi sdnDat a or dat aByMsi sdnFax object (or array of
objects), depending on the parameter you want to use as identifier.

4. In the end, cal the call _updateConnectivityDirectory APl method using the
updat eConnecti vi t yDi r ect ory object.

What are the basic steps to update a SIM card status ?

1. CreateaM2M Si nli f ecycl eManagenent Cl i ent object.
2. Create asubm t Updat eSi nfSt at usRequest object and aLi nel denti fi er Col | ecti on object
for aset of SIM cards.

3. Set the requested status for the set of SIM cards (ACTIVATED_FOR_TEST, ACTIVATED, SLEEPING,
SUSPENDED).

. Set the test mode for the area covered (INTERNATIONAL, EUROPE, METROPOLE, AU_COMPTEUR).

. Cdl theasynchronouscal | _submi t Updat eSi nfst at usRequest API method.

. Get the ticketNumber returned.

. Cdlthecal | _get Updat eSi ntt at us APl method until the global response status of the method is either
TERMINATED or ERROR, meaning the asynchronous modification has ended.

~No orh~

What are the basic steps to get session history of agiven SIM cards ?

1. CreateaM2M Sessi onHi st oryd i ent object.
2. Createasubnmi t Sessi onHi st or yRequest object with the attached Li nel denti fi er for the SIM
card.
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3.
4.
5.
6.

Cresteastart date andanend dat e for agiven period.

Call theasynchronouscal | _submi t Sessi onHi st or yRequest APl method.

Get the Ti cket Nunber returned.

Cdlthecal | _get Sessi onHi st or y APl method until the global response status of the method is either
TERMINATED or ERROR, meaning the asynchronous generation has ended.

What are the basic steps to manage alarms and triggers for aset of SIM cards (V2) ?

V1 version, and the other to the V2 version.

g Please note that there aretwo versions of Cust omer Al ar mAPI method, one corresponding to the
‘.4

This SDK can manage both but please use V2 version because the V 1 version will soon be obsolete.

. CreateaM2M Cust oner Al ar miv2d i ent object.

[Define and Manage Trigger]

. Create atrigger, callingthecal | _creat eTri gger APl method, by giving a set of information for the

trigger : a comment, a level, a notification, a groupid, a scope (customer environment or line identifier), a
criteria (timestamp, location, global threshold, unitary threshold, bearer, update imei).

. Get the list of al existing triggers, calling the cal | _|i st Tri ggers APl method, by giving a list of

trigger identifiers, of line identifiers or a customer environment number. Y ou will know everything about
each trigger : comment, level, notification, groupid, scope (customer environment or line identifier), criteria
(timestamp, location, global threshold, unitary threshold, bearer, update imei).

. If necessary, update a trigger, caling the cal | _updat eTri gger API method, in order to enable the

trigger, or update the trigger criteria. You can add new allowed bearers (SMS, MMS, WIFI, VOICE, ...) in
abearer criteriafor instance.

[Configure Notifications (Optional)]

. Get prepared to receive a URL call when aalarm will be raised.

[Get Alarms raised)]

. Search alarms launched by triggers on aline, or a customer environment, with or without date criteria, calling

thecal | _sear chAl ar ns APl method.

. After receiving a URL cal on the notification URL, get alarms launched by triggers by giving alarm

identifiers, calling thecal | _get Al ar ns APl method.

. The end-user can acknowledge hisalarms, calling thecal | _rmanageAl ar ns APl method.

[Delete a Trigger]

. Delete atrigger, calling thecal | _del et eTri gger APl method, by giving a trigger identifier, in order

to delete the trigger.

What are the basic steps to get Device Information on a set of SIM cards ?

1

2.
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service (don't forget to set the showDevicel nfo flag to true in your request)
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monitoring/location requests.
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What are the basic steps to get your network status ?

1. CreateaM2M Net wor kSt at usC i ent object.

2. Create aCoor di nat es object corresponding to GPS coordinates of the area you where want the network
status.

3. Intheend, call thecal | _get Net wor kSt at us APl method. Y ou will get information about the network
coverage in the location, for each kind of network technology (GPRS, UMTS...).

What are the basic steps to get incident disgnostics (V2) of aSIM card ?

1. CreateaM2M | nci dent Di agnosti csV2C i ent object.

2. Createaget | nci dent Di agnost i cs object and the attached Li nel dent i fi er for the SIM card.

3. Atlast, cal thecal | _get | nci dent Di agnost i csV2 API method. You will get information related to
thelocation of the SIM card, the network coveragein thelocation, incidents that might be on-going inthe area.

What are the basic steps to get traffic tracking of aset of SIM cards ?

1. CreateaM2M Traf fi cTracki ngd i ent object.

2. Createasubni t Traf fi cTracki ngRequest objectandali nel denti fierCol | ecti on foraset
of SIM cards.

Createast art date andanend dat e for agiven period.

Cdll theasynchronouscal | _submi t Traf fi cTr acki ngRequest API method.

Get the Ti cket Nunber returned.

Cdlthecal | _get Traf fi cTracki ng APl method until the global response status of the method iseither
TERMINATED or ERROR, meaning the asynchronous generation has ended.

o uhw
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6.2. Self Management

6.2.1. Connectivity Directory

6.2.1.1. Get ConnectivityD rectory method

6.2.1.1.1. Description

Get your Connectivity Directory information concerning a set of SIM cards.

6.2.1.1.2. Input parameter

Table 6.1. getConnectivityDirectory: Input parameters.

Type Description Cardinality
get ConnectivityDirectory This object contains a LineldentifierCollection 1.1
object : acollection of Line Identifiers
or
An array of String containing the imsi identifiers
6.2.1.1.3. Output parameter
Table 6.2. getConnectivity Directory: output parameters.
Type Description Cardinality
get Connectivity This object containts an array of ConnectivityDirectory 1.1

Di rect or yResponse

and/or a LineldentifierCollection (collection
of unknown line identifiers) and/or
an array of unknown imsi identifiers.

6.2.1.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

6.2.1.2. Searchl n Connectivity Directory method

6.2.1.2.1. Description

The Sear chl n Connectivity Directory operation enable to search SIM cards according to search

criterions.

6.2.1.2.2. Input parameter

Table 6.3. searchln Connectivity Directory: Input parameters.

rangeStart (int), SortCriterion,
showStatSimPer SimStatus (boolean) objects

Type Description Cardinality
sear chl nConnectivity This object contains ConnectivityDirectory 1.1
Directory SearchCriterion, rangeSize (int),
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6.2.1.2.3. Output parameter

Table 6.4. sear chInConnectivity Directory: output parameters.

Type Description Cardinality
searchln Connectivity The response made of an array of ConnectivityDirectory 1.1
Di rect or yResponse objects, SimStatusDistribution object (sim number per

sim status), the global number of results, and a boolean
telling whether the number of results has exceeded or not

6.2.1.2.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.
6.2.1.3. Updat e Connectivity Directory method

6.2.1.3.1. Description

TheUpdat e Connectivity Directory operation updates aset of connectivity directory data, managed
by different kinds of identifiers.

6.2.1.3.2. Input parameter

Table 6.5. update Connectivity Directory: Input parameters.

Type Description Cardinality
updat eConnectivity The set of connectivity directory data, 1.1
Directory managed by different kinds of identifiers

(SimSerialNumber, Devicelmei, DeviceSerial Number,
DeviceUniqueld, MachineSerial Number,
MsisdnV oice, MsisdnData and/or MsisdnFax.

6.2.1.3.3. Output parameter

Table 6.6. update Connectivity Directory: output parameters.

Type Description Cardinality
updat eConnectivity An array of connectivity directories updated successfully 1.1
Di rect or yResponse (UpdatesCompl etedList), and an array of connectivity
directories for which the update failed (UpdatesFailedList)

6.2.1.3.4. Exceptions

Thisweb method may throw Techni cal Excepti on or Functi onal Excepti on.
6.2.2. Sim Lifecycle Management (a.k.a UpdateSimStatus)
6.2.2.1. Subm t Updat eSi ntt at us method

6.2.2.1.1. Description

Submit an update of SIM card status for a set of SIM cards.
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= The method Submi t Updat eSi nf5t at us is asynchronous and has to be used prior the
CE’ Get Updat eSi n5t at us method cal which gets back the submit result.

6.2.2.1.2. Input parameters

Table 6.7. submitUpdateSimStatus: Input parameters.

Type Description Cardinality
subni t Updat e This object contains a LineldentifierCollection, 1.1
Si Bt at usRequest requestedStatus (ACTIVATED_FOR_TEST,

ACTIVATED, SLEEPING, SUSPENDED),
testMode (INTERNATIONAL, EUROPE,
METROPOLE or AU_COMPTEUR)

6.2.2.1.3. Output parameter

Table 6.8. submitUpdateSimStatus: output parameters.

Type Description Cardinality
subm t Updat e A ticket number useable in the getUpdateSimStatus request, 1.1
Si nfSt at usRequest and a collection of unknown requested Lineldentifiersif any.
Response

6.2.2.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.
6.2.2.2. Get Updat eSi nf5t at us method

6.2.2.2.1. Description

Get the result of aSubmi t Updat eSi nfst at us method call.

= The method Get Updat eSi n5t at us has to be used after a Submi t Updat eSi nfSt at us
CZ’ method call, in order to get the asynchronous submit result.

As the method is the result of a preliminar asynchronous submit call, the result of the get method
containsaTicket Statustelling wether the submit call work isfinished, in progress or not started yet.
6.2.2.2.2. Input parameters

Table 6.9. getUpdateSimStatus: I nput parameters.

Type Description Cardinality
get Updat e This object contains a ticket number returned 11
Si nft at usResul t by the submitUpdateSimStatus method call.
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6.2.2.2.3. Output parameter

Table 6.10. getUpdateSimStatus. output parameters.

Type

Description

Cardinality

Resul t Response

get Updat e Si nfSt at us

A global ticket statustelling wether the request
is being processed, in progress or terminated ;
an array of StatusUpdate (one for each requested
Lineldentifier); areminder of SImSimStatus and TestMode
values ; an array of unknown lineidentifier if any.

1.1

6.2.2.2.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

6.2.3. Traffic Tracking

6.2.3. Traffic Tracking

providethe cumul ative total communications established between the network and the machine during the current
month. It returns these cumulative totals for the SIM cards requested in the request. The cumulative totals are
provided by bearer and by origin (roaming or local or local+roaming) for communications received since the

beginning of the month only.

6.2.3.1. Subm t Traffi cTracki ng method

6.2.3.1.1. Description

Input parameters :

» Alist of SIM cards (Type and value)

» Date and end of consultation period: these are the start and end dates for receipt of communications in the

system

« If no date is provided then the service uses the first day of the current month as the period start date; the

period end date is then the input date,
* If only the start dateis given, the end date used is the current date
* If only the end date is given, the start date used is the first day of the current month

* If the start date entered is prior to the first day of the current month then the service limits the start of the

search to the first

day of the current month

« If theend date is after the input date then the service limits the end of the search to the input date

6.2.3.1.2. Input parameter

Table 6.11. submitTrafficTracking: Input parameters.

Type

Description

Cardinality

subm tTraffic
Tr acki ngRequest

This object contains a collection of Line
Identifiers, a start date and end date

11
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6.2.3.1.3. Output parameter

Table 6.12. submitTrafficTracking: output parameters.

Type Description Cardinality
subnitTraffic This object contains a ticket number useablein 1.1
Tr acki ngRequest Response the getTrafficTracking request, and a collection
of unknown requested Lineldentifiersif any.

6.2.3.1.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.
6.2.3.2. Get Traf fi cTracki ng method

6.2.3.2.1. Description

Get theresult of aSubmi t Tr af fi cTr acki ng method call.

The method Get Traf fi cTracki ng has to be used after a Submi t Traf fi cTracki ng

CE’ method call, in order to get the asynchronous submit result.

As the method is the result of a preliminar asynchronous submit call, the result of the get method
containsa Ticket Statustelling wether the submit call work isfinished, in progress or not started yet.

6.2.3.2.2. Input parameter

Table 6.13. getTrafficTracking: Input parameters.

Type Description Cardinality

get Traffi cTracki ng contains aticket number returned by the submitTrafficTracking 1.1

method, and a showAIlOriginSum boolean
(returnsloca + roaming traffic id set to true). call.
6.2.3.2.3. Output parameter
Table 6.14. getTrafficTracking: output parameters.

Type Description Cardinality

getTraffic A global ticket status telling wether the request is being 1.1

Tr acki ngResponse processed, in progress or terminated ; an array of Customer

Identifier ; an array of Billing Account ; an array of Line
(i.e. volume of Traffic, i.e. CDRsfor each Line) ; the global
number of CDRs returned, the first CDR date and |ast
CDR date, and an array of unknown line identifier if any.

6.2.3.3. Exceptions

Thisweb method may throw Techni cal Excepti on or Functi onal Excepti on.
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6.3. Self diagnosis
6.3.1. Alarms V2

6.3.1.1. Creat eTri gger method

6.3.1.1.1. Description

TheCr eat eTri gger operation enablesto create anew trigger.
6.3.1.1.2. Input parameters

Table6.15. CreateTrigger: Input parameters.

Type Description Cardinality
createTrigger A set of information about the new trigger : a 1.1
comment, alevel, anoctification, a groupid, a scope
(customer environment or line identifier), acriteria
(timestamp, location, global threshold, unitary threshold,
bearer, update imei, lazy machine, silent machine).
6.3.1.1.3. Output parameter
Table6.16. CreateTrigger: output parameter.
Type Description Cardinality
Creat eTri gger Response contains the identifier for the trigger newly created. 11
6.3.1.1.4. Exceptions
Thisweb method may throw Techni cal Excepti on or Functi onal Excepti on.
6.3.1.2. Del et eTri gger method
6.3.1.2.1. Description
TheDel et eTri gger operation enable to delete an existing trigger.
6.3.1.2.2. Input parameters
Table6.17. DeleteTrigger: Input parameters.
Type Description Cardinality
del et eTri gger The identifier of the trigger to delete. 1.1
6.3.1.2.3. Output parameter
Table 6.18. DeleteTrigger: output parameter.
Type Description Cardinality
del et eTri gger Response The identifier of the deleted trigger. 1.1
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6.3.1.2.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.
6.3.1.3. Updat eTr i gger method

6.3.1.3.1. Description

TheUpdat eTri gger operation enables to update an existing trigger.

6.3.1.3.2. Input parameters

Table 6.19. UpdateTrigger: Input parameters.

Type Description Cardinality

updat eTri gger A set of information identifying the trigger to update, and the 1.1

datato update : status, comment, level, notification, groupid,

scope (customer environment or line identifier), criteria.

6.3.1.3.3. Output parameter

Table 6.20. UpdateTrigger: output parameter.

Type Description Cardinality
Updat eTri gger Response Theidentifier of the updated trigger. 1.1

6.3.1.3.4. Exceptions
This web method may throw Techni cal Excepti on or Funct i onal Excepti on.
6.3.1.4. Li st Tri gger s method
6.3.1.4.1. Description
ThelLi st Tri gger s operation enablesto list triggers.
6.3.1.4.2. Input parameters

Table6.21. ListTriggers. Input parameters.

Type Description Cardinality
listTriggers Theidentifier of the trigger to list. 1.1
6.3.1.4.3. Output parameter

Table6.22. ListTriggers: output parameter.
Type Description Cardinality
listTriggersResponse contains alist of triggers with information about each 1.1

trigger : status, comment, level, notification, groupid,
scope (customer environment or line identifier), criteria.

6.3.1.4.4. Exceptions

This web method may throw Techni cal Excepti on or Funct i onal Excepti on.

Version 3.20.0 27




beginner

6.3.1.5. Sear chAl ar ns method

6.3.1.5.1. Description

The Sear chAl ar s operation enable to search alarms.
6.3.1.5.2. Input parameters

Table 6.23. SearchAlarms: Input parameters.

Type Description Cardinality

sear chAl arns Search criteria: date, range, target (line identifiers or 1.1
customer environment number) or trigger identifierslist.

6.3.1.5.3. Output parameter

Table 6.24. SearchAlarms. output parameter.

Type Description Cardinality

sear chAl arns Response A list of dlarms 1.1

6.3.1.5.4. Exceptions

Thisweb method may throw Techni cal Excepti on or Functi onal Excepti on.
6.3.1.6. Get Al ar nrs method

6.3.1.6.1. Description

The Get Al ar s operation enable to get details about alarms.

6.3.1.6.2. Input parameters

Table 6.25. GetAlarms: Input parameters.

Type Description Cardinality

get Al ar s contains aset of alarm identifiers. 1.1

6.3.1.6.3. Output parameter

Table 6.26. GetAlarms: output parameter.

Type Description Cardinality

get Al ar neResponse The detail of each dlarm wanted : alarm identifier, creation 1.1
date, level, customer environment number, subscription
number, notification date, notification result code, notified
Url, notification result message, number alarm exceeded,
triggered alarm, notification required, trigger identifier, trigger
comment, trigger groupld, trigger type, trigger criteria, ...

6.3.1.6.4. Exceptions

Thisweb method may throw Techni cal Excepti on or Functi onal Excepti on.
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6.3.1.7. ManageAl ar ns method

6.3.1.7.1. Description

The ManageAl ar s operation enables the end-user to acknowledge his alarms.
6.3.1.7.2. Input parameters

Table 6.27. ManageAlarms. | nput parameters.

Type Description Cardinality

manageAl ar s contains the list of alarms to be acknowledged. 1.1

6.3.1.7.3. Output parameter
Table 6.28. ManageAlarms: output parameter.

Type Description Cardinality

manageAl ar nsResponse A list of alarms and/or unknown alarms 1.1
and/or alarms with unknwon status

6.3.1.7.4. Exceptions

Thisweb method may throw Techni cal Excepti on or Functi onal Excepti on.
6.3.1.8. Sample : notifications

Thissample usesthen2m i ni file, don't forget to fill in your information.

It explains how getting details about araised alarm, when receiving a URL call on the notification URL.
6.3.2. Device supervision/location

6.3.2.1. submitSimSup method
6.3.2.1.1. Description
Check if the lines are compatible with the Supervision service and submit a request for supervision/location.
6.3.2.1.2. | nput Paraneters
Table 6.29. Input Parameters

Output object name Output object type Description Card.

lineldentifierCollection|LineldentifierCollection acollectionof subscription 1.n
identifiers.

6.3.2.1.3. Qut put Paraneter
Table 6.30. Output Parameters

Output object name Output object type Description Card.

response Subm t Si nBupResponse Ticket Number and/or alist of 1.1
unknown line identifiers.
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6.3.2.2. submitSimSupLoc method

6.3.2.2.1. Description

Check if the lines are compatible with the Supervision/L ocation service and submit a request for supervision/
location.

6.3.2.2.2. | nput Paraneters

Table 6.31. Input Parameters

Output object name Output object type Description Card.

lineldentifierCollection|LineldentifierCollection acollectionof subscription 1.n
identifiers.

6.3.2.2.3. Qut put Paraneter

Table 6.32. Output Parameters

Output object name Output object type Description Card.
response Subm t Si nBupLocResponse |Ticket Number and/or alist of 1.1
unknown line identifiers.

6.3.2.3. getSimReport method

6.3.2.3.1. Description

Check if the lines are compatible with the Supervision/L ocation service and submit a request for supervision/
location.

6.3.2.3.2. I nput Paraneters

Table 6.33. Input Parameters

Output object name Output object type Description Card.

ti cket Nunber i nt The ticket number retrieved in the 1.1
submitSup/submitSupl oc response.

6.3.2.3.3. Qut put Par anet er

Table 6.34. Output Parameters

Output object name Output object type Description Card.

response CGet Si nReport Response Theticket global status, alist of 1.1
unknown line identifiers (if any)
and the supervision (connectivity,
signal quality, identity)/location
detailed information.
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6.3.2.4. getStatistics method

6.3.2.4.1. Description

Returns statistics (number of received/sent sms, notifications, sessions in timeout...) for a set of sim cards.

6.3.2.4.2. | nput Paraneters

Table 6.35. Input Parameters

Output object name Output object type Description Card.
peri od Peri od[] Each period contains 2 dates : 1.n
search period start date and period
end date.
lineldentifierCollection|LineldentifierCollection]|A collection of lineidentifiers. 1.n

6.3.2.4.3. Qut put Par anet er
Table 6.36. Output Parameters

Output object name Output object type Description Card.

response Cet Stati sticsResponse contains, for each sim card, 1.1
the detailed statistics, alist of
unknown line identifiers, and a

list of validation errors (wrong
period, line not compatible with the
supervision/location service...).

6.3.3. Incident Diagnostics
6.3.3.1. Description
Get an Incident diagnostics information concerning a Line Identifier.

6.3.3.2. Input parameter

Table 6.37. getIncidentDiagnosticsV2: Input parameters.

Type Description Cardinality
get I nci dent Di agnosti cs containsaLine Identifier 1.1

6.3.3.3. Output parameter

Table 6.38. getIncidentDiagnosticsV2: output parameters.

Type Description Cardinality
get |l nci dent An IncidentDiagnosticsV 2 response for the given 1.1
Di agnosti csResponse Lineldentifier concerning geol ocation data of the SIM

card, the last known geolocation area of the SIM card,
and the network status concerning the SIM card area.
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6.3.3.4. Exceptions

This web method may throw Techni cal Excepti on or Functi onal Excepti on.
6.3.4. Network Status

6.3.4.1. Description

Get Network Status information from given GPS coordinates, i.e. in a given geographic area.

6.3.4.2. Input parameter

Table 6.39. getNetworkStatus: Input parameters.

Type Description Cardinality

get Net wor kSt at us contains GPS coordinates in WGS34 / 1.1
DM SO0 format. Examples : N48d48m41s0.0 -
E2d19m39s0.0 N45d0m14s0.0 - W1d11m49s0.0

6.3.4.3. Output parameter

Table 6.40. getNetwor kStatus: output parameters.

Type Description Cardinality
get Net wor kSt at us A Network Stat Status telling wether the response is 1.1
Response OK or not ; an Area Coverage array describing for each

technology (2G, 3G, ...) if the network is covered or not,
with a brief description ; an Breakdown Report array telling
for each kind of network (2G Voice, 2G Data, 3G voice, ...)
the kind of incident occuring, with a brief description.

6.3.4.4. Exceptions
This web method may throw Techni cal Excepti on or Funct i onal Excepti on.
6.3.4.4.1. Legend

Table 6.41. Legend for NetworkStatuserrors

M essage

Erreur Requéte mal-formée

Format des coordonnées incorrect

Coordonnées XY ne correspondent pas a des coordonnées en France

Interface Network Status indisponible

6.3.5. Session History V2

These methods allow users to get the details of communications exchanged between the network and the SIM
card.
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6.3.5.1. Description

Input parameters : a SIM card identifier (Type and value)

» The search period begin and end dates.
« Both dates are required
» Thetwo dates and times must be different
* Theend date must be later than the start date
¢ The start date must not be earlier than 180 days before the current date
« The period may not exceed 31 days (time between start date and end date)
* If theidentifier or one of the two dates is missing then an error message is sent.
« invalidPeriodErrorFault if one of the two datesis missing
» malimaErrorFault = MLM_UNKNOWN_USER isthe SIM card identifier is missing
* If the dates do not adhere to the specified rules, an error message is returned:
* invalidPeriodErrorFault: type of error if the period isinvalid
¢ The Vaues may be:
* Theend date is before the start date
* the start date is earlier than 180 days
* Thedelay between the start date and the end date exceeds 31 days

Number OfRemainingResults is higher than 0, you must perform additional getSessionHistory

<é The getSessionHistoryResponse is paginated: in the getSessionHistory response, if the field
‘.4
request(s) in order to get remaining results. Take the current ticket number as input parameter.

Example : a getSessionResponse returns :

» Period start date time : 01/01/2014 00:00:00

» Period end date time : 18/01/2014 00:00:00

* Number of remaining results: 9

e Tota number of results: 59

It the emission date for the last CDR returned in the request is Jan. 17th 2014 13:49:54, then, in

order to retrieve the last 9 sessions, you need to create another getSessionHistory request with the
current ticket id as parameter.

6.3.5.2. Subm t Sessi onHi st or yV2 method

6.3.5.2.1. Description

- The method Submi t Sessi onHi st oryV2 is asynchronous and has to be used prior the
q\’ get Sessi onHi st or yV2 method cal which gets back the submit result.

6.3.5.2.2. Input parameter

Table 6.42. submitSessionHistoryV2: Input parameters.

Type Description Cardinality
subm t Sessi onHi st or yRequest contains a unigue Line Identifier, 1.1
astart date and an end date.
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6.3.5.2.3. Output parameter

Table 6.43. submitSessionHistoryV2: output parameters.

Type Description Cardinality
submni t Sessi onHi st or yResponse contains aticket number useablein 1.1
the getSessionHistoryV 2 request.
6.3.5.2.4. Exceptions
This web method may throw Techni cal Excepti on or Funct i onal Excepti on.
6.3.5.3. Get Sessi onHi st or yV2 method
6.3.5.3.1. Description
Get the result of aSubmi t Sessi onHi st or yV2 method call.
- The method Get Sessi onHi st or yV2 has to be used after a Submi t Sessi onHi st or yV2
<§’ method call, in order to get the asynchronous submit result.

As the method is the result of a preliminar asynchronous submit call, the result of the get method
containsa Ticket Statustelling wether the submit call work isfinished, in progress or not started yet.

6.3.5.3.2. Input parameter

Table 6.44. getSessionHistoryV2: I nput parameters.

Type Description Cardinality
get Sessi onHi story contains the ticket number returned 1.1
by the submit method call.
6.3.5.3.3. Output parameter
Table 6.45. getSessionHistory: output parameters.
Type Description Cardinality
get Sessi onHi st or yResponse contains aglobal ticket status telling wether 1.1

the request is being processed, in progress or
terminated ; a Line data (refering an array of
CustomerData, a Subscription, a SIM card, a Device,
amachine identifier) ; and an array of Session.

6.3.5.4. Exceptions

Thisweb method may throw Techni cal Excepti on or Functi onal Excepti on.
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Appendix A. Error codes

A.1l. Malima error codes

TableA.1. Malimaerror codes

Code

Detail

mal i maEr r or Faul t

CANCEL_BY_ADMIN :“Theticket was canceled by an administrator”.
CANNOT_CONNECT _TO CDR_DATABASE : “Cannot connect to the cdr database.”
CANNOT_CONNECT _TO DATABASE : “Cannot connect to the core database.”
INVALID_RANGE_SIZE_ PARAMETER : “ Therange size <provided range size> cannot
be less than <minimum alowed range size>"
INVALID_RANGE_START_PARAMETER “ The range start <provided range start>
cannot be less than <minimum allowed range start> "

MALIMA_INTERNAL_ERROR “A malimainterna error has occurred. ”
MLM_DEFAULT_ERROR_CODE “A Maima plateform error has occured. ”
MLM_DEFAULT NEXT STATUS FORBIDDEN “Forbidden default next status is
present. ”

MLM_INVALID_OPTION_PARAMETER “ Invalid parameter <code of the parameter>
for option <code of the option> "
MLM_MANDATORY_VALUE_FOR_OPTION_PARAMETER*“ Anempty or null value
is not acceptable unlike <NULL> which allows remove the parameter value”
MLM_MISSING_OPTION_PARAMETER “ Missing mandatory parameter <code of the
parameter> for option <code of the option> "

MLM_MISSING_REQUIRED DEFAULT _NEXT_STATUS “Required default next
statusis missing. ”

MLM_NOT_AUTHORIZED_TRANSITION “ Transition between status <source status>
and status <target status> is not authorized ”

MLM_QUOTA_EXCEEDED “ Quota exceeded: it remains just <remaining authorized hit
count> / <allowed hit count> hit for thisweb service. ”

mal i maErr or Faul t

Version 3.20.0

MLM_QUOTA_EXCEEDED “ Remaining quota : <N> request(s).”
MLM_QUOTA_EXCEEDED “ you have <remaining authorized hit count> hitsleft for this
service until the end of the month ”

MLM_RES ALREADY_RETR “ Theresult has already been retrieved : <the full retrieval
date> ”

MLM_SOAP_HEADER_ERROR : “specific message”

MLM_SOAP_HEADER_ERROR “The user <node id> is unknown to Malima or Portal
header in SOAP messageismissing or Someinput parametersin portal header are not valid:
<missing field> or Portal header in SOAP message is missing or Some input parametersin
portal header are not valid : <missing field>"

MLM_SOAP_HEADER_ERROR* Wrong parameter from |OSW-1AS call : <header fields
inerror>"

MLM_TICKET_CANCELLED BY_ADMIN “The ticket was cancelled by an
administrator MLM_DEFAULT_ERROR_CODE A Malimaplateform error has occured. ”
MLM_TICKET_CREATION “ticket creation failed ”
MLM_TICKET_CREATION_ERROR “The ticket creation has failed”
MLM_TOO_MANY_NODE_IDENTIFIERS “The number of node identifiersis too high.
(<N>maximum authorized)”
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Code Detail

* MLM_UNKNOWN_BEARER “ Thebearer <b>isunknown inthe Malimaconfiguration. ”

* MLM_UNKNOWN_REQUESTED_SIM_STATUS*“ Requested SIM status <SIM status>
unknown”

e MLM_UNKNOWN_SORT_ATTRIBUTE “ The sort attribute <sort attribute> is unknown
inMalima.”

« MLM_UNKNOWN_USER “The user <node id>is unknown to Malima’

e MLM_UNKNOWN_USER *“user <user name>is unknown”

mal i maError Faul t |« MLM_CUSTOM_CD_FIELDS ALREADY_EXIST “The customized field <label>
(cust om zed already exists.”
fields) MLM_DUPLICATE _CD_CUSTOM_FIELD LABEL “The following customized fields

areindouble: <list_duplicate cd_custom field>"

* MLM_DUPLICATE_CD_CUSTOM_POSSIBLE_VALUE “ The following customized
possible values are in double: <list_duplicate cd_custom possible values>"

e MLM_TOO_MANY_CD_CUSTOM_FIELD : “Thenumber of customized fieldsislimited
to <CD_MAX_CUSTOMIZED_FIELDS>"

¢ MLM_TOO_MANY_CD_CUSTOM_POSSIBLE_VALUE “The number of possible
valuesislimited to <CD_MAX_CUSTOMIZED_POSSIBLE_VALUE>"

« MLM_BAD_FORMAT_CD_CUSTOM_FIELD “Bad format of custom field:
<bad_custom_field>. Expected format is: <format>."

« MLM_BAD_FORMAT_CD_CUSTOM_POSSIBLE_VALUE “Bad format of possible
values: <list_bad possible values>. Expected format is. <format>. "

e MLM_UNKNOWN_CD CUSTOM_FIELD “Unknown customized fields:
<unknown_field list>"

e MLM_DUPLICATE_CD_CUSTOM_FIELD_LABEL “The following customized fields
areindouble: <list_duplicate cd custom field>.”

MLM_BAD_M2MSUB_LIST“Theinput M2M subscription statuslist is empty or contains

mal i maErr or Faul t

(triggers/ incorrect status that could not be triggered.”
al ar ms) e MLM_BAD_OPTION_LIST “Theinput subscription option list isempty or containsoption
that could not be triggered.”

e MLM_DUPLICATE_CODE_OPTION “ The trigger could not be created, the following
option code are in double : <option code>. ”

« MLM_BAD_OPTION_TYPE _EVENT : “The input option change type could not be
triggered.;”

¢ MLM_TOO_MANY_CD_CUSTOM_POSSIBLE_VALUE “The number of possible
valuesislimited to <CD_MAX_CUSTOMIZED_POSSIBLE_VALUE>"

e MLM_DUPLICATE_OPTION_TYPE_EVENT “The trigger could not be created, the
following option change type event are in double : <option code>.”

A.2. Error Codes synthesis

A.2.1. Connectivity Directory - Error codes

TableA.2. Error codes and Services

Error getCD searchlnCD updateCD
Mal i maError X X X
TooMany LineldentifiersError X
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A.2.2. Sim Lifecycle Management - Error codes

A.2.2.1. Update sim status error codes

Table A.3. Updatesim statuserrors

Code

Detail

UPDATE_I N_PROGRESS

A SI M st atus update request
subscription..

is already pending for this

STATUS_NOT_ALLOWED

The requested status ( <requested status> ) is not
conpatible with the current status ( <current status> ).

SI M_STATUS_CHANGED

This SI Mstatus has changed since the ticket was created
( <new status> ). Please re-send your request if needed.

MM | NTERNAL_ERROR

Internal Malima error.

Table A.4. Error codes and Services

Error getUpdateSimStatus submitUpdateSimStatus
Mal i maErr or X X
Resul t Al r eady X
Retri evedError
TooMany Line X
| denti fiersError
UnknownTi cket Err or X

A.2.3. Traffic Tracking - Error codes

Table A.5. Error codes and Services

Error getTrafficTracking submitTrafficTracking

| nvalid Period Error X
Mal i maErr or X X

Resul t Al r eady X

Retrieved Error
TooMany X
Li nel dentifiers Error
Unknown Ti cket Error X

A.2.4. Session History - Error codes

TableA.6. Error codes and Services

Error getSessionHistory submitSessionHistory
Invalid Period Error X
Mal i maError X X
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Resul t Al r eady X
Retrieved Error
Unknown Li ne X
I dentifier Error
Unknown Ti cket Error X

A.2.5. Customer Alarms - Error codes
TableA.7. Error codes and Services

Mal i maError X X X X X X
Trigger Error X X

Trigger Limt
Exceeded Error
TooMany

Alarm dentifiers X X
Error

TooMany
Results Error

Unknown Cust omer
Envi r onnent X X X
Nunber Error

Unknown
Li nel dentifier X
Err or

Unknown Tri gger

Identifier Error X X

A.2.6. Device Info - Error codes

Table A.8. Error codes and Services

Mal i maErr or X X X X

Resul t Al r eady
Retrieved Error

TooMany
Li neldentifiers X X X
Error

X

Unknown
Ti cket Error
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A.2.7. Incident Diagnostics - Error codes

Table A.9. Error codes and Services

Error getlncidentDiagnostics
Mal i maErr or X
net wor kSt at usSer vi ceErr or X
geol ocServi ceError X

A.2.8. Network Status - Error codes

Table A.10. Error codes and Services

Error getNetwor kStatus
Mal i maErr or X
net wor kSt at usSer vi ceErr or X

A.3. Connectivity

Table A.11. Connectivity errors

Code Detail

REQ BACKSI DE_CONNECTI ON FAI LURE Failed to establish a backside connection
with the back-end service (500) Network
connection error between technical platform
and WSP server.

GENERAL Internal Error (500) SOAP nessage specify an
unknown operation nanme |ike "operation_C'
or SOAP nessage has a missing '> for the
cl osi ng tag soapenv: Envel ope.

REQ SERVI CE_NOT_FOUND The back-end service could not handle the
request because it has not found any service
corresponding to the received request (500)
Service is not avail abl e.

| OSW UNKNOWN_ERRCR An unknown error has occurred during the
processing of the request/response (500) «
Internal error » of the technical platform

REQ AUTHENTI CATI ON_FAI LURE The credentials provided are not valid(401)
Unaut hori zed.
REQ AUTORI SATI ON_FAI LURE The client is not authorized to consune the

request ed service (500).

REQ SERVI CE_AUTHENTI CATI ON_FAI LURE The credentials provided by the service
broker when connecting to the back-end
service are not valid (500).
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Code

Detail

REQ SERVI CE_AUTORI SATI ON_FAI LURE

The service broker is not authorized to
consune the requested back-end service
(500).

REQ. SCHEMA_VALI DATI ON_ERROR

The request sent by the client does not
conform to the xm schema of the service
(500) Schenma Validation Error.

REQ REJECTED_BY_SLM MONI TOR

SOAP request refused because the gl obal
activity (total nunber of requests per
second) on the web service currently exceeds
the pre-defined quota value. In order to
avoid this nessage, you can "snoothe" the
activity by adding, in your application,
a delay (1 second for instance) between
two consecutive requests. (500) SLM Nbnitor
Rej ection

| OSW XM__ THREAT ERRCR

An xm threat was detected by the technical
validation platformXM. Threat protection,
attacks, XDoS.

MESSAGE_TOO LARGE

The size of the request or response nessage
is too large XM. Threat protection - Message
too | arge.

REQ. SERVI CE_| NTERNAL _ ERRCR

The service failed to respond to the request
because of an internal error Server |nternal
error.
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