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Introduction

This Module HK2 CSP Whitelisting is for Magento version 2.3.5 or above & can whitelist some of
the major urls like Cloudflare, Google Analytics, Google Fonts, Fontawesome, Addthis, Googleapis,
Facebook Graph, Pinterest, Vimeo, Twitter, Trust Pilot.

One can disable Magento 2 CSP. However, Disabling results in more possibilities of attacks on the
Magento store. (CSP) are a powerful tool to mitigate against Cross Site Scripting (XSS) and related
attacks.

When does this type of error occur?

e If you have added any external JS Script Link in your theme/module.
e If you added an external Stylesheet Link in your theme/module.
e If you added an external Iframe in your theme/module.

If you face these types of CSP Errors or the error mentioned in the screenshot?
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D [Report Only] Refused to load the script 'WEtp://player.vimeo.com/api/player.js' because it violates the following Content Security Policy directive: "script-src
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'unsafe-inline' 'unsafe-eval'". Note that 'script-src-elem' was not explicitly set, so 'script-src' is used as a fallback.

Errors Like :-

Refused to Frame https://demosite.com

Refused to Load the Script https://demosite.com
Etc, CSP Policy Issues

Violate Content Security Policy Directive

The above errors can be sorted out by using this module. But don't forget to check whether the
problematic url is listed below on the Whitelist URLs Section. If not, Please Check the Section - How
Does The Extension Work else this module won't work in your case. This Module does not disable
the CSP Policy, rather it whitelists some of the common urls which are mentioned below.



https://demosite.com
https://demosite.com

Installation Guide

1. Setup :- Extract the zip folder in app/code
2. Run :- php bin/magento module:enable HK2_Csp
3. Run :- php bin/magento setup:upgrade from your magento directory

Once Installed, You can check in Magento Frontend - Browser Console, Whether you are facing
any more CSP Policy Issues.

Note:- Please check the URLs which are whitelisted below. This Module does not disable the CSP
Policy, rather it whitelists some of the common urls which are mentioned below.




How Does The Extension Work?

You can add a domain to the whitelist for a policy (like script-src, style-src, font-src and others) by
updating the csp_whitelist.xml present in /app/code/HK2/Csp/etc/csp_whitelist.xml. Please only
create rules for URLs that you have verified as safe & safe for your Magento Store. Ensure that you
use a unique "id" (e.g. the URL) for each entry within its group.

Below screenshot describes Policy Name & Description.

POLICY NAME

default-src

base-uri

child-src

connect-src

font-src

form-action

frame-ancestors

frame-src

img-src

manifest-src

media-src

object-src

script-src

style-src

DESCRIPTION

The default palicy.

Defines which LRLs can appear in a pages ~<base> element.

Defines the sources for workers and embedded frame contents.

Diefines the sources that can be loaded using soript interfaces.

Defines which sources can serve fonts.

Defines walid endppints for submission from <forme tags.

Deefines the sources that can embed the current page.

Defines the sources for elements suchas =frame> and =<iframe> .

Diefines the sources from which images can be loaded.

Defines the allowable contents of web app manifests.

Diefines the sources from which images can be loaded.

Defines the sources forthe =object= |, =embed= ,and =applet> elements.

Defines the sources for Javascript =script= elements

Defines the sources for stylesheets.




How to add your own URL for Whitelisting in CSP?

1. How to add your own URL for Whitelisting? -

Step-1 Open <magento_root>app/code/HK2/Csp/etc/csp_whitelist.xml from your editor.

app code HK2 Csp

config.xml csp_ modulexmil
whikelist.xml

2. Now you have to add the url which you want to be whitelisted. Add the URL in the specific
Policy, else it wont work. For Example:- Add your script url to be whitelisted in script-src &
Stylesheet Src in style-src. For complete policy list you can visit this link :-
https://developer.adobe.com/commerce/php/development/security/content-security-polic

ies/#configure-csps-for-your-custom-codeextensiontheme

3. Once done, Save the file and Clean the Cache from Admin - System - Tools - Cache

Management
admin ~
Cache Management Q 0 2
Flush Cache Storage Flush Magento Cache

Refresh | = Submit 15 records found /

BEl CacheType Description Tags Status
Configuration Various XML configurations that were collected across modules and merged CONFIG ENABLED
Layouts Layout building instructions LAYOUT _GEMNERAL_CACHE_TAG ENABLED
Blocks HTML output Page blocks HTML BLOCK_HTML ENABLED
Collections Data Collection data files COLLECTION_DATA ENABLED
Reflection Data APl interfaces reflection data REFLECTION ENABLED
Database DDL operations Results of DDL queries, such as describing tables or indexes DB_DDL ENABLED
Compiled Config Compilation configuration COMPILED_CONFIG ENABLED
FAV tunac and attributes Entity tunes daclaratinn rarhe FAV FNARIFN

Once done, You can see your url has been whitelisted. In case of any error, try checking
in a private tab or start from Step-1



https://developer.adobe.com/commerce/php/development/security/content-security-policies/#configure-csps-for-your-custom-codeextensiontheme
https://developer.adobe.com/commerce/php/development/security/content-security-policies/#configure-csps-for-your-custom-codeextensiontheme

For more information you can check the following link on how to add links to whitelist

e How to Add Domain in Whitelisting:-
h : vel I m/commer h velopmen ri ntent- ri

ty-policies/#add-a-domain-to-the-whitelist

e Complete Information on CSP:-

https://developer.adobe.com/commerce/php/development/security/content-securi

e Types of CSP & Policy Name & Description:-

https://developer.adobe.com/commerce/php/development/security/content-securi
-policies/#configure-csps-for-your-custom-codeextensiontheme



https://developer.adobe.com/commerce/php/development/security/content-security-policies/#add-a-domain-to-the-whitelist
https://developer.adobe.com/commerce/php/development/security/content-security-policies/#add-a-domain-to-the-whitelist
https://developer.adobe.com/commerce/php/development/security/content-security-policies
https://developer.adobe.com/commerce/php/development/security/content-security-policies
https://developer.adobe.com/commerce/php/development/security/content-security-policies/#configure-csps-for-your-custom-codeextensiontheme
https://developer.adobe.com/commerce/php/development/security/content-security-policies/#configure-csps-for-your-custom-codeextensiontheme

Screenshot of the app/code/HK2/Csp/etc/csp_whitelist. xml. Where you
can add your whitelist urls.

<?xml version="1,0"7>
<l--
e
@Info Whitelisting CSP
* @author Basant Mandal - HK2
* @copyright Copyright (c) 2022 Basant Mandal - HK2
* @package HK2_Csp
* @version 1.0.0
*/
-->
<csp_whitelist xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:noNamespaceSchemalocation="urn:magento:module:Magento_Csp/etc/csp_whitelist.xsd">
<policies>
<policy id="script-src">
<values>
<value id="addthis.com" type="host">*,addthis.com</value>
<value i j i host">*.googleapis.com</value>
<value i loudflare" type="host">*.cloudflare.com</value>
<value id="fontawesome" type="host">*.fontawesome.com</value>
<value id="google" type="host">*.google.com</value>
<value id="google-analytics" type="host">*.google-analytics.com</value>
<value id="googletagmanager.com" type="host">googletagmanager.com</value>
<value id="graph-facebook" type="host">graph.facebook.com</value>
<value id="gstatic" type="host">*.gstatic.com</value>
<value id="addthis.moatads.com" type="host">*.moatads.com</value>
<value id="trustpilot" type="host">*.trustpilot.com</value>
<value id="vimeo" type="host">*.vimeo.com</value>
<value id="widgets-pinterest" type="host">widgets.pinterest.com</value>
</values>
</policy>
<policy id="style-src">
<values>
<value id="cloudflare" type="host">*.cloudflare.com</value>
<value id="fontawesome" type="host">*.fontawesome.com</value>
<value id="googleapis" type="host">*.googleapis.com</value>
<value id="gstatic" type="host">*.gstatic.com</value>
<value id="twitter.com" type="host">*.twitter.com</value>
</values>
</policy>
<policy id="img-src">
<values>
<value id="cloudflare" type="host">*,cloudflare.com</value>
<value id="data" type="host">data:</value>
<value id="google-analytics" type="host">*.google-analytics.com</value>
<value id="paypal" type="host">*.paypal.com</value>
<value id="twitter.com" type="host">*.twitter.com</value>
<value id="vimeocdn" type="host">*.vimeocdn.com</value>
</values>
</policy>
<policy id="connect-src">
<values>
<value id="cloudflare" type="host">*.cloudflare.com</value>
<value id="paypal" type="host">*.paypal.com</value>
<value id="twitter.com" type="host">* twitter.com</value>
</values>
</policy>
<policy id="font-src">
<values>
<value id="cloudflare" type="host">*.cloudflare.com</value>
<value id="fontawesome" type="host">*. fontawesome.com</value>
<value id="fontawesomecdn" type="host">*.bootstrapcdn.com</value>
<value id="googleapis" type="host">*.googleapis.com</value>
<value id="gstatic" type="host">*. gstatic.com</value>
<value id="twitter.com" type="host">*. twitter.com</value>
</values>
</policy>

CONOU R WN

<policy id="frame-src">
<values>
<value id="addthis.com" type="host">*.addthis.com</value>
<value id="google.com" type="host">*.google.com</value>
<value id="trustpilot" type="host">*.trustpilot.com</value>
<value id="twitter.com" type="host">*.twitter.com</value>
<value id="vimeo" type="host">*.vimeo.com</value>
</values>
</policy>

</policies>
</csp_whitelist>




Features

1. Fully Customizable as per your Store needs. Please read the above documentation on how
to add your own URL for CSP Whitelisting.

2. Simple, 100% Open Source & Free.

3. CSP is not disabled rather specific listed urls are whitelisted, keeping your Magento Store

Safe.

Scroll Down to check the complete list of the Whitelist Urls




Whitelisted Urls

Some of the Default URL Whitelisted in module HK2 CSP

Addthis (moatads is a part of Addthis)

Cloudflare

Facebook Graph

Fontawesome

Google Analytics, Google Fonts, Gstatic, Google Tag Manager & Googleapis
Pinterest

Trust Pilot

Twitter

Vimeo

Complete List of URL Whitelisted

scripts-src whitelisted

*.addthis.com
*.googleapis.com
*.cloudflare.com

* fontawesome.com
*.google.com
*.google-analytics.com
googletagmanager.com
graph.facebook.com
*.gstatic.com
*.moatads.com
*trustpilot.com
*vimeo.com

widgets.pinterest.com
style-src whitelisted

*.cloudflare.com

* fontawesome.com
*.googleapis.com
*.gstatic.com

* twitter.com



img-src whitelisted

*.cloudflare.com

data:
*.google-analytics.com
*.paypal.com
*twitter.com

*vimeocdn.com
connect-src whitelisted

e *cloudflare.com
e *paypal.com
e *twitter.com

font-src whitelisted

*.cloudflare.com
*fontawesome.com

[ J
[ J
e *.googleapis.com</value>
e *gstatic.com

[ J

*twitter.com
frame-src whitelisted

*.addthis.com
*.google.com
*trustpilot.com
* twitter.com

*vimeo.com




In case any issue feel free to contact at :- hashtagkitto@gmail.com or you need to add some more
urls
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